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Audit and Risk Committee

Committee Chair:	Katija Dew 
Date of meeting:  	18.09.25 
Paper prepared by:   Katija Dew 

KEY DECISIONS / MATTERS CONSIDERED BY THE COMMITTEE 
SITUATION/BACKGROUND 
This report had been prepared to provide Board Members with a summary of the key issues considered by the Audit and Risk Committee at its meeting on 18 September 2025.  
Key highlights from the meeting are reported in Section 3. 

PURPOSE 
The Purpose and Role of the Audit and Risk Committee is set out in the Terms of Reference for the Committee 

HIGHLIGHT REPORT  
Alert / Escalate 
No issues to alert or escalate to the Board. However, the Committee wishes to draw the Board’s attention to ongoing work and assurance in relation to cyber security and political risk. 

Advise 
The Committee recommends that the Board note the further assurance received regarding cyber risks, and the ongoing actions being taken to strengthen the organisation’s cyber resilience and business continuity. The Committee also advises the Board of the continued focus on political risk and the importance of clear messaging and engagement with stakeholders ahead of the forthcoming Senedd elections in May 2026. 

Assure 
Internal Audit: The Committee received positive internal audit reports, with substantial assurance for risk management, business continuity, and apprenticeship certification, and reasonable assurance for HR absence management. All recommendations are being addressed, with management actions in place. 
Cyber Security: The Committee received further assurance on cyber security posture, including updates on the response to the recent cyber incident, migration of the website to a more secure platform, enhanced monitoring, and onboarding with the national security operations centre (Cymru SoC). Recruitment is underway to strengthen in-house digital resilience. 
Risk Register: The Committee reviewed the updated risk register, noting ongoing management of key risks including cyber security, sector capacity, political uncertainty, and communications. The Committee welcomed the addition of a fraud risk register for information at this meeting and discussed the need for clearer explanations where inherent and residual risk scores are the same. 
Compliance Report: The Committee received updates on procurement, Freedom of Information and subject access requests, safeguarding, Welsh language compliance, and the Social Partnership and Procurement Act. The Committee requested for future reports an explanation for the reasons behind safeguarding concerns that were not passed on the same day.  

Inform 
Director’s context setting: The Director reported that the organisational restructure was progressing smoothly, Jo Bolton will join as the new lead director for the Committee in October (Director of Finance, Partnerships and Corporate Services). Financially, the organisation is in a secure position, with a slight underspend that may be reinvested, though student bursary numbers will impact the final budget. The relationship with Welsh Government remains strong, with improvements in business planning and governance frameworks. Cybersecurity has been a major focus following a recent breach, with strengthened systems and ongoing investment in digital resilience. The Director highlighted concerns about future funding, especially for ring-fenced grants, and emphasised efforts to reduce reliance on external suppliers, particularly in digital and technology. Looking ahead, political uncertainty and the upcoming elections present significant risks, but the organisation is actively engaging with stakeholders and planning for various scenarios. Overall, the Director assured the Committee that the organisation is delivering against its business plan, managing risks proactively, and preparing for future challenges. 

Continuous Improvement: The Committee discussed opportunities to further improve reporting clarity, particularly in relation to audit recommendations and risk scoring. The Committee also noted the importance of ongoing engagement with the National Office and partners to avoid duplication and ensure clear public messaging.  
Learning and Development: The Committee requested a session/paper explaining the procurement process for external tenders. 

NEXT MEETING: 04.12.25 
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