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Audit and Risk Committee
Committee Chair 	Katija Dew 
Date of meeting:         19.06.25 
Paper prepared by: 	Helen Mary Jones 

KEY DECISIONS / MATTERS CONSIDERED BY THE COMMITTEE 
1.	SITUATION/BACKGROUND 
This report had been prepared to provide Board Members with a summary of the key issues considered by the Audit and Risk Committee at its meeting on 19 June 2025.  
Key highlights from the meeting are reported in Section 3. 
  
2.	PURPOSE  
The Purpose and Role of the Audit and Risk Committee is set out in the Terms of Reference for the Committee 
  
3.	 HIGHLIGHT REPORT  
  
Alert / Escalate 	
No issues to alert or escalate to the Board  

Advise 
  	N/A 

Assure 	
Strategic Risk Register 
The Committee held a detailed discussion on the Strategic Risk Register, which is reviewed monthly by the leadership team and presented at each meeting. Key updates included changes in risk ownership due to executive team transitions and a continued emphasis on ensuring future controls are actively managed. The cyber resilience risk had been updated following a recent incident. Significant risk gaps were noted in regulatory services, particularly around sustainable resourcing, where the current fee structure for registered individuals is under review in light of developments in other UK nations. Communications and engagement capacity was also flagged as a concern, with actions underway through organisational development and reorganisation. 
The Committee also discussed the ongoing reorganisation, which affects approximately 10% of staff through changes in line management or role adjustments. While no redundancies are planned, the Committee acknowledged the potential impact on staff wellbeing and organisational culture. Officers outlined the principles guiding the reorganisation, the engagement process underway, and the support mechanisms in place for staff. A fuller paper will be presented to the Remuneration Committee. Members welcomed the proactive approach and requested continued oversight of the associated risks. 
The Committee explored the balance between risk mitigation and opportunity, noting the opportunity to revisit risk appetite at an upcoming development session. Additionally, the Committee discussed the potential impact of political uncertainty on strategic direction and agreed to consider whether this is adequately reflected in the register. Overall, the Committee found the register well-presented and comprehensive, particularly for new members.   
 
Compliance Report 
The committee reviewed the compliance report, including procurement activity. While an increase in single-source procurements was noted, the committee was assured by the strengthened internal controls and transparency. A retrospective review of procurement patterns is planned to identify opportunities for framework agreements. 
The committee requested a future update on safeguarding awareness across the organisation, following discussion of response times to referrals. 
 
Cyber Security Incident 
The Committee received a detailed report on the recent cyber-attack of the website. Key points: 
•	The breach was due to a missing patch in a third-party system. Although it could not be confirmed whether data was exfiltrated, appropriate measures were taken to reduce the likelihood of harm to individuals. 
•	No confirmed data loss or compromise has been identified since the incident. 
•	The response was swift and informed by advice and support from several third parties, including the Information Commissioner’s Office, the National Cyber Security Centre (NCSC), and the Welsh Government Cyber Resilience team. South Wales Police were also engaged, in line with their duty to follow up on cyber incidents, and relevant information was provided as required. 
•	A series of actions are being implemented to strengthen cyber resilience, including enhanced monitoring, supplier assurance, and potential investment in external support.
The Committee endorsed the proposed actions and thanked the executive team for their transparent and proactive handling of the incident. Special thanks were extended to independent member for his expert input and support. 
 
Internal Audit Progress 
The committee received the internal audit progress report. No new reports were presented, but the plan is on track.  
The committee also reviewed the ISO 27001 audit outcomes and agreed to receive a progress tracker on opportunities for improvement (OFIs) at the next meeting. 

Inform 	
Governance and Assurance Updates 
The Committee received a comprehensive update on key governance and financial matters, including: 
•	Progress on the 2025–26 remit letter and business plan. 
•	Budgetary pressures related to pay settlements and national insurance contributions. 
•	The upcoming presentation of the annual accounts at the July meeting. 
•	A recent website outage and ongoing cyber resilience work. 
  
Internal and External Audit 
Presentations were received from: 
•	Internal Audit (TIAA) on the role and scope of internal audit. 
•	External Audit (Audit Wales) on the external audit process and responsibilities of the Auditor General. 
Both presentations were well-received and provided valuable context for new members. 
 
Independent Members 
The value of independent members with specialist expertise (e.g., cyber security and audit) was clearly demonstrated and should be recognised as a strength of the committee. 

NEXT MEETING: 19.09.25 
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